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WHO IS &/ UTILITALIA

imprese acqua ambiente energia

UTILITALIA is the Italian National Association of Companies operating
In the public services of Water, Environment , Energy, representing them
at national and international institutions.

Served population by UTILITALIA Members

Water Services (drinkwater and wastewater)
Environmental Services (solid wastes)

Gas Services (natural gas distribution)
Electricity Services (producion and distribution)

UTILITALIA represents over 500 members with about 90,000 employees.
In the field of Water Services UTILITALIA is the Italian Member of:
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Eureau (Water European Association)

EurEau

IWA  (International Water Association)

lllllllllllllll



UTILITALIA offices
Piazza Cola di Rienzo 80/A
00192 Rome

. Lepanto

website:
www.utilitalia.it



http://www.utilitalia.it/

Infrastruxcture risks and exposure

Origins:

éNatural hazards (flood, earthquake,...) _
Normally included

é Technological hazards in the emergence

: : lannin
éPeople-generated unintentional hazard Planning

éPPeople-generated intentional hazard

By:
éCriminal - insane

éTerrorist

é Military operation




External attack
Possible targets

¢ Telecommunications Systems
¢ Electrical Power

¢ Oll & Gas

¢ Transportation

¢ Banking & Finance

¢ Government Building

¢ Symbolic monument



The Global Terrorism Database (GTD) is a database including

Information on terrorist events around the world from 1970 through
today. The GTD includes systematic data on domestic as well as
International terrorist incidents
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Tarcet e Number of Tarcets

Public services
86 attacks

Police 2159

Government (General 1136

Terrorists/Non-State Militia 447

Transportation 381

Utilities 255

Government (Diplomatic) 148

Other 145

Telecommunication 46

Food or Water Suppl 17

Maritime 6

Total 12204




External attack in Water Systems
Possible ways

%
Cyber attack N\‘\‘\'\%

Explosive/Sabotage

- Chemical
- Biological
- Radiological




History of attack against water supply

owaday%l tentional

ater supply
cont@ Ination in war
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Water contamination5==.
in military operationsg o e
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Protocol on victime of war (Geneve 1949) prohlblted
attack against water supply (irrigation and civile uses)



WATER CONTAMINATION
Italian Legislation - Penal Code

= Art. 438 - Epidemy

Whoever causes an epidemy by pathogenic
L E"P germs is sentenced to the life imprisonment.

Art. 439 — Water or Food poisoning

Whoever poison water or food before the consumption is
sentenced to imprisonment not less than 15 years. If this fact
provogues the death of more people it is life imprisonment.



INTENTIONAL DAMAGE TO WATER SYSTEMS

Italian Legislation - Penal Code
LE}

Art. 427 C.P. - Damage followed by flooding, landslide or avalanche

Anyone who breaks, deteriorates in whole or in part, barriers,
embankments, dams or other works designed to defend against water,
avalanches or landslides, or to collect or conduct the water, for the sole
purpose of damage, is punished, if from the fact comes the danger of a
flood or a landslide, or the fall of an avalanche, with imprisonment from
one to five years ....
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IMPORTANCE OF INFORMATION AT THE BEGINNING

Nowadays anxiety and fear are considered a merchandise we
can be selled by mass-media to the population/readers.

This 1s particulary true If our health can be involved in presence
of invisiblee and unexpected events like water contamination.

We can’t forgotten that the great part of events concerning
water contamination terrorism are the oaxes.

Not only the real acts but also the simple spread of fear into the
population (amplified by mass-media) can be a terrorist target.



COMUNICATION PROCESS AT THE BEGINNING

Menace arrival
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Different agents and different risks

Accessibility Use and Monitoring Effects
storage

Chemicals 000 000 o0 O0-00
Bacteria Y CY O Q00
Virus O O O 000
Toxins O 000 O o0
Spores O 000 O o0
Radioactive O o0 o0 | 000
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10.000 mc
AGENT Concentration in mg_/litro
to be dangerous with
e 0,5 litri/day

Arsenic 100

Cyanide o5

Botulinum toxin 0,14
Salmonella typhi 10.000 bact.




Nerve agents  Seconds to minutes B Toxin 1-5days
Bacter.Virus ~ 2-20days

C

Blood agents  Minutes

Number Affected

Effect of Biological Agent
Epidemic (Symptoms)

3{}3{}{}] Infeq{i‘nns

Qutcomes
(Casualties/Fatalities)

20000

10000 Incubation

Hours Days
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The Dilemma of Biological Agents: Pathogens

AGENT TYPE WEAPON-  WATER- STABLEIN INFECTIOUS CHLORINE
[ZED THREAT WATER DOSE TOLEEANCE
Anthrax B Y es Yes 4 yrs spare 6,000 Spotes resistant
Ernacellosis B ¥ es Prohahle 20-72 days 10,000 U rknowt
(. Ferfringens B Probable Probable ( ofmimon i ~300,000 Fesistant
SEW A gE
Tulatemia B Yes Yes < B0 days 43 Ihactivated, 1
P, 3 min
ahigell osis B kot Yes 2-3 days 10,000 Inactivated, 0.05
P, 10min
Cholera B Unknown Yes “auraves 1,000 “Easly kalled”
well”
Haltmonella B ko Tes & days, fresh 10,000 [hactivated
wratet
Plague B Probahle Yes 16 days 500 U riknioa
) Fewver E T es Fosaihle Urktioan 25 Uriktioan
Variala v Fossible Faossble I nknowt 10 I rknow
Hepatitis & v U nknowt ¥es I nknowt 30 Inactrvated, 0.4
ppn, 30 min
Crypto- F Urnknown Yes atable days 130 (Clocysts resistant

sporidioss

ot more



The Dilemma of Biological Agents: Toxins

AGENT WEAPON.  WATER  STABLEIN  ERTIMATED CHLORINE
[ZED THEEAT WATER EFFECTIVE  TOLERANCE
DOSE
E otulimam Tes ¥es atable 0.07 mg [nactivated, 6
Toxin ppm, 20 min
T-2 mycotoxmn  Probable ¥es atable Mot given Fesistant
Aflatoxin Tes ¥es Probably dmg Probably
stahle tolerant
Ficin Tes ¥es Urknown Motie given Fesstart at 10
Prm
ataph Probable ¥es Probably g U nknowr
Enterotoxins stahle
Microcysting Possible ¥es Probably lmg Fesstard at 100
stahile gt
Anatoxin & Usknown  Probable  Inactivated Hotie given Uiknow
i days
Tetrodotoxit Fosahle ¥es Urknown lmg Inactivated, 50
pram
Gaitorin Fosahle ¥es atahle 03mg Fesstart at 10

P




CONTAMINANT

DISINFECTION

DISINFECTION EFFECT IN WATER




A
Terrorist threats against drink water years 1999 - 2000

Agent: poison Type of Event: hoax
A rumor that the city’s water supply in Istanbul, Turkey, had been contaminated with an unknown poison reached the media.

Agent: unidentified chemical Type of Event: plot
On 19 June, the newspaper Yidyout Ahranout reported that members of Hamas, the Islamic Opposition Movement, had plans to poison water
Supplies in Israel with “chemical substances.”

Agent: cyanide Type of Event: use of agent
On 18 December, seven students at a law school in Springfield, Massachusetts, became ill after drinking water from a cooler that had been
contaminated with potassium cyanide.

Agent: poison Type of Event: hoax

During the night of 31 December, individuals drove through the streets of Al Kosheh, Egypt, with a megaphone, warning that Christians had
poisoned the village’s tap water in an effort to kill Muslims. The event was part of an escalating dispute between Muslims and Coptic Christians
in the village.

Type of Event: plot Agent: unknown poison
On January 23, it was reported that Chechen rebels planned to poison unknown water sources in Chechnya, Russia, in order to harm Russian
Federal Forces.

Type of Event: use of agent Agent: insecticide
In May 2000, the Anatolia news agency reported that a man was arrested for attempting to poison the water supply of the village of Kurusaray,
Turkey, with insecticide.

Type of Event: use of agent Agent: arsenic
On May 18, students at a university in Quebec City, Canada, were poisoned with arsenic by drinking coffee from a vending machine on the
campus. Police discovered a total of 150 milliliters of arsenic in the bottom of the reservoir tank.

Type of Event: use of agent Agent: sewer water
In June 2000, Palestinian news sources reported that Israeli settlers from the Efrat settlement had deliberately released sewer water into
Palestinian agricultural fields in the village of Khadder in the West Bank.

Type of Event: use of agent Agent: kerosene and turpentine
On September 15, a day after residents in a condominium block in Singapore had complained of a strange odor in their water supply, it was
discovered that the water tank had been deliberately poisoned with kerosene and turpentine



XPLOSIVES



Explosive matter

Explosives
| |
High explosives(HE) j Propellants(LE) @ Pyrotechnic (LE)

| Flashes, Flares
- Fume generators
Hg fulminate

Black Optical/acoustic
powder signals, fireworks
Tetrazene

. : - Double base;
Military- Industrial-

composites;
grade MERY Gelatins; liquid fuels;
TNT; RDX; powders; oxidizers
permitted;

Lead azide

PETN; plastics;
Torpex

ANFO: slurries,
emulsions

Chemicals for non-
explosive purpose

Fertilizer grade
ammonium nitrate
Chlorates as weed killers

Gas generating for foam
plastics

Organic peroxides as
catalysts

NTG and PETN-soln for
pharmaceuticals

Salts of nitrated organic
acids for pest-control

From Explosives, R. Meyer — 5" Edition



Attacks to the dams

Mistakes

Different targets

Regulation's devices

Dam's core

ATTACKS TO THE DAMS AND RESERVOIRS (1930 -2005)

(0] 1b Zb 3b 4b 56
%
total events 47

60

2001 -

1976 -

1946 -

until

SCENARIOUS OF THE ATTACKS (1930 - 2005)

2005 OUT OF WAR

2000

1975

1945

- 2 4 6 8 10 12 14

numero eventi

16




Most dangerous attack to a dam
- Second World War -
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Attacks to the other water infrastructures

IRAK Ml 5% Bk
Acqueduct of Bagdad 17 august 2003

A Rocked Propelled Grenade (RPG) damaged
a 1.200 mm water pipe
300.000 people had a water loss for several days




Access and
area control




BER-TERRORISM
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The risks of Cyber-attacks

Email spamming

Transmission of Virus or Worms
Transmission of Troy (informatic spions)

Far modifying of WEB sites

SCADA Intrusion




Interdipendence between public utilities

Telecommunications

A MALFUNCTION IN A SERVICE DEPENDING
BYAN HACKER’S ATTACK CAN PROVOKE
NEGATIVE EFFECTS IN OTHER SERVICES

Water & Sewer

DOMINO’S EFFECT



In Queensland (Australia), the 23 april 2000 police arrested Vitek Boden
electronic technician dismissed by a telemetry company.

During two months he caused several environmental damages opening in random
ways the gates of waste water pipes. He used an home-made apparatus with the
same radio frequencies of Maroochy Shire Wastewater SCADA.

Adelaide

Melbour,
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Cyber-Terrorism : counter-mesure

Antivirus (and antiworm) especially for networks that can be connected to the Internet
Updating of operating systems

Firewall protection systems

IDS systems (Intrusion Detection Systems) with 24-hour monitoring

Use of cryptography on transmitted data

Use of strong passwords and their modification over time

Strong authentication to access the consoles (smart-card, biometrics, ...)

Physical protection of transmission channels

Additional safety procedures on critical maneuvers

Activation of backup systems and disaster recovery plans

Termination disconnection not strictly functional to process control



UANTITATIVE ANALYSIS
OF THE RISK:
GENGY PLANNING



A——
Why do an Emergency Planning?

¢ It's our responsibility as managers of public
service

¢ The health and the safety of citizens depend
by our technical preparation and organization
¢ Because none of us have

a crystal ball




RISK = PROBABILITY x CONSEQUENCE

VANDALISM
N
High | Moderate Risk High Risk
PROBABILITY
Low L ow Risk Moderate Risk
N
Low High |
CONSEQUENCE | 'ERRORISM

STRATEGIES OF RISK REDUCING

Prevention

<: Damage’s mitigation




probability of the event

R, >R,

Prevention

Danmages

probability of the event

R, >R,

Mitigation

Damages

49



WATER PLANT




Accident Management
Status; NOT COMPLETE

Accident Summary

Health unknown [TTTT]
Damage  unknown [TTTT]

hdanual reset

10.00

UNITS

Substance Chlorine
Mass 2000.0 kg
Wind Speed 0.5 mss
Air Temperature 10.0c




WATER PLANT

In USA after 11 september disinfection plants
changed from gas chlorine to NaClO or UV




Risk Assessment Process

START ‘

Risk Assessment Techniques

What-if/checklist analysis

Hazard and operability study (HAZOP)
Failure mode and effects analysis (FMEA)

_Infrastructure
implementation

System
Definition

Hazard
Identification

Scenario
Development

h

Frequency — Calculated

AnaIySiS Risk
Acceptance = fssssssssaas . l

Criteria Risks

Acceptable
?

Organisation
easures

System
Modification

A A

Consequence
Analysis

Reduce

Frequency
(Prevention)

Reduce

Consequence

(Mitigation)

Training




Check list

Information/Storage/Computers/Controls/Maps

Securly of the system, including computerized controls ke a Zupenvizory Control and Data Acquisition (SCADA) system, goes beyond the physical
aspects of operation. It alzo includes records and crifical informafion that cowld be used by someone planning to disrupt or confaminate yvour water

sysfzm.

QUESTION ANSWER COMMENT ACTION NEEDED/ TAKEN

38, |5 compuier access YesO MNod All computer access should be password protected. Passwords
“password protected? Is should be changed every 80 days and (as needed) following
wirus protection installed and employes turnaover, When possible, each individual should have a
software upgraded regularly unigue password that they do not share with others. If you have
and are your virus definitions Internst acoess, a firewall protection program should be installed on
updated at least daily? Do your side of the computer and reviewed and updated periodically.
wou have Intermet firzwall
software installed on your Alzo consider contacting a virus protection company and subscribing
computer? Do you have a fo a wirus update program to protect your records.
plan 1o back up your . . .
comouters? Backing up computers regulary will help prevent the less of data in

the event that your computer is damaged or breaks. Backup copies
of computer data should be made routinely and stored at a secure
off-site location.

37, Is there information on the YesD Mol Pasting detailed information abaout your water system an a Web site
Web that can be used fo may make the system more vulnerable fo sttack. Web sites should
disrupt yaur system ar e examined to determine whether they contain critical infarmation
contaminate your water? that should be removed.

ou should do a Web s=arch (using a search engine such as
Google, Yahoo!, or Lycos) using key words related to your water
supply to find any published data on the Web that is 2asily
accessible by someons who may want to damage your water
SLUPPTY.

38. Are maps, records, and YesD MNoQ Records, maps, and other information should be stored in a securs
other information stored in a ocation when not in use. Access should be limited to authorized
sacure location? perscnnel only.

You should make back-up copies of all data and sensifive
documents. These should be stored in a secure off-site location on a
regular basis.

38, Are copies of records, YesD MWod Sensitive documents (2.g., schematics, maps, and plans and

maps. and other sensitive
nfermation labeled
confidential, and are al
copies controlled and
refurned to the water
system?

zpecifications) distributed for construction projects or ofher uses
should be recorded and recoverad after use. You should discuss
measures to safeguard your documents with bidders for new
projecis.

o4
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Basic wellfield security measures

If you notice unusua'l'il

or suspicious activityj
please call: '
WATER UTILITY

Te

Sampling tap and
vent pipe with anti
back-flow devices

3 o
1 T I~

- ]
‘= _m
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Basic wellfield security measures

----------------------------------- Badge

identificat @
Local i Protected cable
control
Indipendent

battery supply
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Distribution of drinking water
In emergency conditions




Simple and easy rules for
medium-little aqueducts

(by EPA — New England)

... maximize use of backflow '
prevention devices ...

CMONO

© © OO ©

Prepare (or update) an emergency response plan.
Make sure all employvees help to create it and receive
training on the plan;

Post updated emergency 24—-hour numbers at
vour facilities in highly visible areas (pumphouse
door, vehicles, office) and give them to key
personnel and local response officials;

Get 1o KNow yvour local police and ask them to
add your facilities to their routine rounds. Practice
emergency response procedures with local
police, emergency response and public health
officials;

Fence and [ocK vour drinking water
facilities and vulnerable areas (e.q. wellhead,
hydrants, manholes, pumphouse, and storage
tanks);

Lock all entry gates and doors and set alarms
to indicate illegal entry. Do not leave keys in
equipment or vehicles at any time;

Install good lighting arcund your pumphouse,

treatment facility and parking lot;

Identify existing and alternate water supplies
and maximize use of backflow prevention devices
and interconnections;

UsSe your Source Water Assessment information
to worlkl with any businesses and homeowners
that are listed as potential sources of contami-
nation and lessen their threat to your source;

Lock monitoring wells to prevent wvandals or
terrorists from pouring contaminants directly into
ground water near your source. Prevent pouring or
siphoning contaminants through wvent pipes by
moving them inside the pumphouse or treatment
plant, or if that isn’t possible, fencing or screening
therm; and

In case of an emergency. first call 911,
then follow vour emergency response plan.



A
Work made in Italy

In the 2005 it was created a working group composed by:
- Ministery of Health

- Central Institute of Health

- Utilities

This collaboration has produced guidelines
contained in a manual containing:

- Risk analysis

- Prevention techniques e eees
- Water monitoring

- Agents and countermeasures

- Emergency managing

- Information’s protection about aqueduct




Protocol of collaboration with the
Civil Protection (organ of the
Council of Ministers) to face any
Important emergency concerning
the water services and others
Services.

Signed 24 maggio 2016

£ A:; J UTILITALIA

PROTEZIONE CIVILE L BCOLS AT
Presadtring o Conseplen b Mastn
Dwoptements deila Proferspne Conde

Protocollo d’intesa

ira

Presidenza del Consiglio dei Ministri
Dipartimento della Protezione Civile

e
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The better paths to true Disaster

¢ It can’t happen here

¢ We don't have time to plan
¢ We're too busy

¢ We have a plan in a drawer
¢ It's not our job

¢ We didn’t think of it

¢ Let sleeping dogs lie

o
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